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Assignment 7:
Secure Map Service &
Proxy

Web Intermediate Course
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Secure Map Service

« lagundudsdoyatusudoyaciiva uu ArcGlS
server fiodwludoyadouynna Wundwau
UDVDVANS IuADVIINMSAvAINSUDVIRUTKLOU
Private tWolklawn: User ALAYIUDVDAINSO
Whevlaiidu

Sign In

Please sign in to access the item
on
https://gisserv1.cdg.co.th/arcgis

* tunscdnndo Map Service Mu private [
laglula Login o:Usnnruun Login Juuiudo
UULWUA KEDTUA redirect TUAKUN Login fiou o —
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Secure Map Service (¢id)

@ ArcG1S Server Manager e e e « MSAVAN Sharing Uov Map Service

Manage Services
= ) [ i
. - e Sarvice | (8 awnsanmian ArcGIS Server Manager N
" Edit Permissions us < .
) L mx lLINU Services
B Help
Security settings for: AtlasX_Secure
[ J= _
- Public, available to everyone 28 X
@ Private, available only to selected users
o = Allow access to all users who are logged in
ilm O
Available roles
[+} Allowed roles
] F X
Role name: Action
= aaguser
o brzuser
il U
s

‘: Save | | Cancel |
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Secure Map Service (¢id)

« 38mswniouuun T wuu Access Token TUAU request

 Tagun@o:awisauo token 1aN
* nNsonNWosSulunun https://<map-server-url>/arcgis/tokens/

« POST https://<map-server-url>/generateToken (Q38MsISWUIAUTAN

https://developers.arcgis.com/rest/users-groups-and-items/generate-token.htm )

POST https://<map-server-url>/generateToken

{"token":"some-token", "expires": <timestamp>}

Map Server

GET https://<map-server-
url>/arcgis/rest/services/SomeService/MapServer/0/query
?where=1%3D1&f=json&token=some-token



https://developers.arcgis.com/rest/users-groups-and-items/generate-token.htm
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Secure Map Service (¢id)

58mstniiouuun 2: Ao Proxy URL i Web app uovis1 IWalAims request Map Service nn
oulUdvWiu proxy server nou

« Username ua: Password 2:A0A13A Proxy server

GET https://<proxy- GET https://<map-server-
url>?https://<map-server- url>/arcgis/rest/service/So

url>/arcgis/rest/service/S Proxy Server meService/MapServer Map Server

omeService/MapServer
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AppProxy uu AtlasX Web Service

« AtlasX Web Service sovosumsisoiutusUiuuuov Proxy Server adg 1QgldvoiunWiu https://<your-

server>/api/appproxy?<map-service-url>

* AvA1 Map Server URL wspunv Username ua: Password 1aNTWA proxy.configjson (Asun Local

tRuAN proxy.config.Development.json)

« s1walByQIWULAU https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy

"allowedRe'Fer‘r‘er‘S": [ll;'(ll]J
"tokenCacheMinutes": 60,
"serverUrls": [

"url": "https://arcgisserver.yourdomain.com/webapdater/",
"domain": "yourdomain"
0 b
"username": "username",
"password": "password"



https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy
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Front-End Proxy Rule

« ANV Front-end 15181s0(3 urlUtils.addProxyRule() Tumsiwu proxy rule T Tagtdatancmun
Front-end wu Map Service URL muﬁs:q?u proxy rule fiv:rimisco URL Uufu proxy URL T’
IS lagoaludd

import * as urlUtils from "@arcgis/core/core/urlUtils"”;

urlUtils.addProxyRule({
urlPrefix: "arcgis-server-url",
proxyUrl: "https://<atlasx-web-service-url>/api/appproxy"

})s
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Assignment 7

Duas$1v Web Page coludddy Angular ua: AtlasX Web Service musiga:i3uaciolud
* Front-End:
« udavuwun wsou Maplmagelayer

https://qgisservl.cdg.co.th/arcgis/rest/services/AtlasX/AtlasX_Secure/MapServer

« Layer avnarodovudaavnun lagluidanun Login
» Back-End:
« Ao Proxy ddgdoyaciolud

URL: https://gisservi.cdg.co.th/arcgis/rest/services

Domain: “”

Username: siteadmin

Password: P@sswOrd



https://gisserv1.cdg.co.th/arcgis/rest/services/AtlasX/AtlasX_Secure/MapServer
https://gisserv1.cdg.co.th/arcgis/rest/services
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Hint

« Q38MsAvVAY Proxy Rule 1aN https://developers.arcgis.com/javascript/latest/proxies/

« Q3SMsAvAN Proxy A AtlasX Web Service 1dn
https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy



https://developers.arcgis.com/javascript/latest/proxies/
https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy
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Reference

» https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy

» https://developers.arcgis.com/javascript/latest/proxies/

» https://developers.arcgis.com/javascript/latest/api-reference/esri-core-
urlUtils.html#addProxyRule

» https://gisservi.cdg.co.th/arcgis/rest/services/AtlasX/AtlasX_Secure/MapServer



https://atlasx.cdg.co.th/docs/frameworks/axws/latest/services/app-proxy
https://developers.arcgis.com/javascript/latest/proxies/
https://developers.arcgis.com/javascript/latest/api-reference/esri-core-urlUtils.html#addProxyRule
https://gisserv1.cdg.co.th/arcgis/rest/services/AtlasX/AtlasX_Secure/MapServer
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End of Assignment



